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&.m.ec.e Windows eo, ea
&.m.ec.lo Windows Server boaeb (as of Vie.s.o)
&.m.ec.m Windows Server boew (as of ve.o.0)
&m.ec.c Windows Server ol (as of va.lb.o)
Zn.oc STUUANNTAFNUSNAUREn SRR LT UUAT oY e vEadusEU (Systerm) dall
a.m.ex.e LDAP, RADIUS, Windows Remote Desktop
&m.ex.lb Sophos Firewall
&m.ac.on Cisco
&.m.ex.c Akamai
&.m.ex.& Juniper
emoex.D F&
&.m.eox.e) NetScaler
&.mox.c VMware, Nutanix, Microsoft, Oracle
7
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&.mlwo izwmmmLLammaiw%aﬁﬁmiaﬁaLG?TWTS?J’(Login) HUSEUULAIAIUAY (Dashboard)
&anoe FFUUAUITOLAAINATINIUNNT NsBudusaueBiannseding (Authentication)
wuunsfigaifmaTenetadevasedne (multi-factor) WuuwsuAw (Dashboard) 1h
&.anlolo TLUUALNTOLARINAT LT efifinng Bypass nsldanuLuUNTNgaNfiIRse
Uademarwata (multi-factor) 1¢i
&mlom STUVANNTANARSHAMANSA] (Event) Mmsasdotnld (Login) Anundld
e Samliiiuazasdrszuudesiunislaumivleduazuaundindy (Web Application
Firewall: WAF) 2nn1slaufiluszduiasedie s1uau o Tawu Tngaseungussuvatsaumed
Tuinsluguuuuivledlfanansaldowldlaessuudodiguinunsagratosdsdeluil
¢.c.o ANUEnIalunslasiunislaufiussian DDoS (DDoS Protections)

€.c.0.0 ansatosiumslauianluseiunsedis (DDoS attack) fiszsu Network
Layer en Layer & e Layer o
<00 fiimiediutaiavedesliuinistostunislanilusgduniete (DDoS
attack) wuvliisiiasauads wazvurnvesnisland Taglafia 19310y
(Unlimited DDOS protection)
«..0.m fiigmSeluteiausdoiiniorieiiauansalumsiestunslauiion
TuszaueIorne (DDoS) Bua emes Thps. WWustgratias
e.c.o.c IR s e fudeiauadad Point of Presence (PoP) ae 1108 mane 90
virlan uay POP ag1atfen « yalulnefiiinadeusdedulasswesumesiin
5eninaUsemne (Interational Internet Gateway: 1G) Tutszmdlne Sausay
POP fasiinamanunsa DDoS mitigation, WAF wag CDN ¢
«.«.0.& {Uundndnsiignineglungu Leader 184 The Forester Wave luwdanas
DDo$ Mitigation Solution U ol %38 Udgn
e.alo mmansalunistesiuiunonndndu (Web Security Functions)
€. .o ANTOLAAITIIIUUY Security Dashboard tuU Real-time %38 Near Real-time
Tngansnsauansiedoyaunaaiiunvesmslond 1wy IP Addresses, User Agents,
Countries ag ASNs lalitlasnin eo Ju
€& blo @11150U 090 UNITIAUAN 1UNIS Website 7113 OWASP TOP eo 131 SQL
injection, Broken Authentication, Cross-site Scripting 161
& <lo.n ansanien 1P Firewall Tngannsafvuaieuludng 1P address, IP address
range, Autonomous System Number (ASN) or country g
&.&lo.@ AMN5053A Rate Limit Rules Fsanansarmuanistlaaiunisidns Website
Talitloenan @oo Rules
&.&b.& @1N5YnMInTIsasunIseanluiuses(Certificate transparency monitoring)
SSL ImmmsaLL%&LaauLﬁ'aﬁéﬁwmﬁaaffl‘u%’Usaaﬂwaiﬁ?iaimLuuLﬁaaﬁ’u
—
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«.<.m ArwEssalumMainl sy ansnmiuuenndiadu (CON & Optimization function)
<.c.me pﬂﬁlﬁdﬂﬂ%ﬁ?}u%Lauaéfaﬂﬁﬂ%mi authoritative DNS services d13ulaLiu
a3y wazdBudelauedad Host Domains nngidaiaialan Tnadesd
Node uaneyaluniaziuilaaianelutsamelng liteonit « 30
@.&.mlo A52UU Content Caching Ingaunsayin Static Content Caching wazausa
nmun Cache Tuszdu File Type &
€. ANTAMNT Purce Cache wavalaluviuit vdeyinas Custom Purge Lan1g
URL, Host name uag Tag I8 Tnedasanunsald APl Tun1sswian Cache iled]
n39uwAn Content 1o
&.&.m.a USMmisesansasessumsld Bandwidth Consumption lelitieenin « TB dewiou
<.a.m.& @m150anTun Tush uaginisau Metadata voslid Tneanunsadenlans
WUU Lossless wag Lossy 59u095995U WebP
€.@.mb a1130vnsaut s nesii ldsuduly Source code 1 Whitespace Wag
Comments Litateifinussansnwliiu Page load time
@.<.o.0 SrUuiiefiuusyans cmuazan Latency Wiy Dynamic Content lagianunseg)
WesiuiussavEnmilistiu uae Response time i MIMAUEsARUAY (Dashboard)
e Anuannsalumsiinadosan (Web Reliability)
w.&.ao ansauannisudufouldds Email Asvylild TunsdlfSuledlaiaunse
Tl Tnsansnsasesiunissariluns Monitor lalusyau Type, Method, Port wag Path 53184
3858y Expected codes faensly
€.&.& ANUANIIALUNITUANITI89Y (Dashboard Functions)
& &o AMNTALANITI897U (Analytic) UU Dashboard WUU Real-time %58 Near
Real-time 1ne Dashboard 7 w@nsfo3Usznauda g0y A Total Requests,
Cached Request, Bandwidth Saved, Threat Sources, Top Threat Origin Wag
Top Traffic Origin lAag191ae mo Tu
€. &b UTN1571aue5895Un15d9 Raw Log H1UNI9 Log pull REST APl Laga1u15e
i5ung Firewall Event Log uag Audit Log Tékumng Portal #ildanu
<& vamlifiszuudaiiudayaasnasaouiiaimes (Log management) Auanwz
agstiondnaluil
«.&o aunsadaiuniusmdeya (Data Collection) wuulisiindiuaugunsal annunas
A9% 19U Yaya Log Server, Windows, Linux, Proxy Server, Active Directory Server,
File Server, Mail Server, Web Service, Firewall, RouterLﬁaﬁﬁﬂﬂiﬁuﬁﬂ%’ayja Lagy
lviesgimangeunislu lilddesndn o fu
&b 38UV File Integrity fe Algorithm wUU SHAle&s 1Husg1aiae Lﬁaﬁué’u’h%’auﬂaﬁ
Idgniiuduiinlidfimsgaudluvdawdsuutasmumsesudyefindaenisnsyiin
Aenfureufinmes -

& U A 6
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<& mmmﬁaﬂmmq nsal (Correlation) wagandnguiuuimegn1sad (Pattem recognition)
viawmaluladifiguinann Log Source Ae 9 1daaiy Tnedl Predefined rules 1
wionAusEUY WagannIn Customize wisndiuly

€.&.a ANNNTAUANIANRABYDIN1TU Log (Average EPS) WarUudnIs1uIu Log A ¥ugsan
(Peak EPS) Tunuuseiu s1edUnv wazsaidould

&.&.& IASIULAZTAUITYUY Dashboard it aldd1m3uiias1es Log wuu Real-time Tu
JUuUUYRNUQT (Chart) way @wsa Customize Liandnldlasuansdoyadounds
ataley mo Tu uarannsafudsumuesmaansmalilaglisitasnauadues
laifanld9eudin

<&» am1sndesveliy Iiuinisduninievrdeyaasiasnisreuinme s unldidu
werunanglunisiiiuaiiugnseinuie eud “wegslysitndienisnseii
AnufisieIfursnionmes w.a. oeoo” lanmanTesvevesdlduinig

<.&.0 59IFUNMTULLY HTTPS fiflenudasaste

€.&.c PIuMINTINIANATEIU NFE. Coome-bebo 1AsTIUAUimAluladdidnnseling
wazAB Ao svuuiiuinudeyassiasmnesfiumes 16 o vdeldtiunis
$UTBIINTZIU FIPS eco-b tTuadnios

e &« alfuayumsliuinisuuunaen be $alus nsdlduinslaldsudoyansasassings

Y
& G

wdaienlUsguassuudniiu Log Rumedud viemelnsdny

«» Iamldiiszuvuimsmnnisaluazdeyanisineinauiuaslaande (Security

Information and Event Management: SIEM) auanszag1etounssaluil

<00 fiufeiauessassasiuariinszideyaldlitionnd od,coo wamsaiieiuni
(Events per Second) wagsasiunmaiiivveeldluounn

.0l fiutoiausazfosamsaliusnmsldegmaiies Tnalassadassuuilininisiu
%é’faqgﬂamé?ﬂugﬂl,l,uu High Availability w586n71

< o.m ééu%’amuaéfmmmsa%’u Log 971 Log source taluguuuu SysLog (TCP, UDP),
SNMP, JDBC, WMI uag NetFlow laillusgnsiios

«o.« fHudaiauesoaunsaiuimanmsaingunsalinietieldlifiosnin eco gunsal I
Wuegratioy

&o.¢ sTuvilaussediiinesudeilaidu Threat Intellicence ngldladaavnenisd
WenAuAUITUU SIEM

5.0 sruugudeyafisaiufonnau (Threat Intelligence) Am¥anszuy SIEM dos
annsanTIRABUANLLABIRN IP, file, Application way MDe léifustaiios

&0 AWNIONATIEINGANTIULLY User behavior analytics (UBA) lelaitfaenin eo,000
Al wazannsaifumizomnudwiomeyssnanaviegunsaisuy islisessu
Altuligean bbo,coo {lday

& @
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@o.q ;:I?J'u%’aLaua&’aqmmm%’u%yjamu Logs, Performance metrics, SNMP Traps,
Security Alerts waz Configuration Change 161 LﬁammsaiLﬂmsﬁ%@;&ﬁléfﬁﬂu
sULUU NOC (Network Operation Center) wag SOC (Security Operation Center) 16

<o. fesenIadidayaily 10C (Indicator of Compromise) snésdunandlé

a.0.00 fiudeiauerissansaudufoudiofingnisainssmadenly (Correlation Rules)
fiasnaly wasmnnsalfinunfivessigunsalinn Email Idueeates

@ 5.00 fiuteiausinedaiu on-line log file Wuszeznailifosnin «o fu wagyins
Jaiu off-line log 1Wuszarnalifosnin ob Wou sassasiunsth off-line log
hitlosnin o ifou unAumdoyadounds

<o Snmliiinisasiaseuvasiniluseduszuuufifinis (Vulnerability Assessment)

$1uruedelies e IP Address andnunizasnstiossasioluil

<.o.0 §Euteiausasioadidudunisassauiiiomyai furtednivesssuuiaietie
poufinmes uavansaume wioazlsvuummdunistostunouilivganin sy
o 58U Inemsaniiuns e soutiu sxduliumsnsisaeumdedng o st ionseaey
mdadmififiatutuszuy waedn o afs wnsdunsudlutedmffetuGeudesuds
<oloo Vintsithievededdnulusunsiifavdrignngvns uasetlu The Foresterwave
ca.ol @usansIvdeutatlivesgunstivuszuueietwliuaeteanssae

(Public) uagiasetnaniglu (Private)
Eolom A1M1305095UN15A519d0UT 891nTv0AS aenouNLneT i U8 T
sruvUfiinnsadnatosseluil
- Pl URMIRuPeL D3 (Operating System) 11 Windows OS %38 Linux OS
- syuuUfUAnITIMIATYIe (Network) 19U Firewall
- s3uuURURMIAU Service Application neléusnis Port Aifinsidaldeu
Co.oc $955UNT scan MUY Non Credential Scan wag Credential Scan 1g1
Co.0.¢ AWNTNATNTIBINULAAIFULUY 1Y Executive Summary %iSaluulen
M7 Host %39 Plugin
<. TWNUILADIUINTINBITU CVSS way CVE uaziin1ssey Severity 93189
Tyifnulunisnsradeu

<.ollo yaravsanguyaratlitiiiunsassaeutestnisvdesdniiuiaiuannsa Tusu
nM3As1ed msreseumgaiidudedlivesssuuiedotuneninnes wavansauma 7
anidudvanaunoniisau sauddimuurilunisesivasuudlotdgmiing Tne
yaransenguyanadlddiiunsgsedasulususesmuianuaunse egalnogng
vl fuathation Kl
@a.b.e CEH (Certified Ethical Hacker)

@eallolo ISACA Certified Information Security Manager (CISM)
&eollo.en SACA Certified Information Systems Auditor (CISA)

& v s
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golb.e (ISOb CC - Certified in Cybersecurity
@olo.@ CompTIA CySA+
oo CompllA Pentest+

<.o.o0 fBudeiauevzdodainssnunanisinmed uazasiaaautedlnd lnedeesyy
Meadunvedwifinsisasunuuugunsaissutinietgneuinnes wazansauma 7
wdudoanauromiisnu sudsssyuummensudlugoslnifinsaaeuny deazdas
Usenausiey
Eo.moe TIENUATUAMNTINTBINITNTIVEDY
Colamlo STYMITATYAUAINFUUSY (SeveritymTananszvufionaasiinandaslwifing
cama Twandondodwinaseasunuraauiargunial Inedni3eamusyiuaiy

JULs WS oNaNsENUNN9RAnINTaslIfina

come Muuziuaziuneulumsudly (Action & Recommendation)

&.c I N5 3 UN15NARBULANZS2UY (Penetration Testing) 371uU0E19Y08 o
s2UU S @ A3 Tnudnunzdeelyil
&0 NagaunIsynynsruvasaumelaslisiuuunsmaaeunisyngnkuy (linsiudeya,
nIudeyau19din) (Black-Box, Gray-Box) lasdiiiunmsaindumesidn
«.alo muilumsvadauyninszuvatsauna (Juled, weundaiadu) veddsmetuia
ca Aanilarngnumansvaasunieumuuztlunsuiulsuasssuuanuasnss
PONRINDS
e.c.c fudunisdumdolmUszdumynesutsziduaiiud sauaznansgnuns oy
Torauouuzuumailussuvasaumatasssuuifedodasaseunauieazdendail
Ca.co MiALluMIziownaunguluszay
- waUnaLAdUY (Application) way soWdwIS (Software) 1o
o Vunaundndu(Web Application)
e luunguaunaagu (Mobile Application)
- Tnssadreiiugrudrumaluladiansaune (T Infrastructure) uas aunsal
138918 (Network Device) T¢iun
o ﬁzwﬂﬁﬁamwaaLﬂéaqmamﬁamaiﬁms&w (Server Operating Systems)
o gunsniluszuuisedna(Network Equipment)
o gUnIRlsTUUINIAINUADAAY (Security Equipment)
el dmiu iivueundiadu(Web Application) agldu1n5§1u Open Web
Application Security Testing Guide version & Uizﬂauﬁwﬁj%ﬁﬂﬁy
- Introduction and Objectives
- Information Gathering
- Configuration and Deployment Management Testing
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- Ildentity Management Testing
- Authentication Testing
- Authorization Testing
- Session Management Testing
- Input Validation Testing
- Testing for Error Handling
- Testing for Weak Cryptography
- Business Logic Testing
- Client-side Testing
&&.am @IV IT Infrastructure and Network Device 9l4unsgiu
The Penetration Testing Execution Standard (PTES) Usgneusievndosai
- Pre-engagement Interactions
- Intelligence Gathering
- Threat Modeling
- Vulnerability Analysis
- Exploitation
- Post Exploitation
- Reporting
eace amivluvienaundndu 9vlduinsgiu OWASP Mobile Application
Security Testing Guide (MASTG) version e.& Usenausedesai
- Platform Overview
- Basic Security Testing
- Tampering and Reverse Engineering
- Data Storage
- Cryptographic APIs
- Local Authentication
- Network Communication
- Platform APIs
- Code Quality and Build Settings
- Anti-Reversing Defenses
- User Privacy Protection
caed miumslaldsnmnsreriusitendetolivdesni e s endee vy
- Commercial W1 Nessus Professional, Burp Suite Professional 1dugu
- Non-commercial Wu Metasploit, Burp Suite Community Edition, Nmap,
SQLMap, FFUF, Manual Script, Exploit-DB, SeclLists,
PayloadAllTheThings, CVE Details tJusy

& LY 5
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.« Fovlidnsidiunsdnmsiuaddimuusitlunsuulganessuuiianudasnde
c.o Sameiuay uusilunsdifissuuededwdeasiinnusndudeddiunisia
ssuuvdegunsaliauduiioJumaifinseiunsinmanuvasassvesszuuiaietng
wagsyuuAUUaoniunaLImes
&otlo IR TeikarlimwuzilunsUSuUgenaUasndevessyuy
Wiaguay AUUaBniAauimes
& I8NUNANTUSUUTTTUUATOIBkavNan1saLTiunsUsYesini(Hardening)
&.wmoe TunMageunzszuvIsdaainsduiunmsiamualitosniieo fu yana
V3ENaUUARAK AN TUNINAZOUINESEULAEA DI AN AMAINNTD Tu
funsiasiedt aneaeumgaiiiudeddnivesszuuinietisnouiinnes
wazansauna fazidudovanaudenuisaiy saudeliduusdilunis
nsreasuniluigmiing Tasyaravdenduyanadidrdniunisazdodldsu
Tufusesmuaruanns egdlaodnvilafuossliondsd
gx.ame.e.e  CEH (Certified Ethical Hacker)
exnaal  ISACA Certified Information Security Manager (CISM)
@x.mae.amn  ISACA Certified Information Systems Auditor (CISA)
exme.ec (SOb CC - Certified in Cybersecurity
ex.me.ed  CompTlA CySA+
€.X.M..60.D CompTIA Pentest+

.00 ANTUNISTAlRT N15T AT BANS WEINTUUSTUULET o UL aNAdEUNI5EULNTA
52UUUfjUANT (Operating System Patching) Qmé’nwmsae}ﬂaﬁaaé’qﬁa1ﬂﬁ
<.00.0 SanIouns osnouRuneswitiowvuiaion (Virtual Server) :aufasEUUU TR
(05) dmsunagaunIsSan Patching Tl q $1uu o 1n3es InefananiRtusdsil
- wigUszanananay (vCPU) v Cores
- Md2AIU (Memory) « GB
- yhgtuiin (Disk) WU SATA u1aliilaenIn mooGB way wuu SSD liitesnit « GB
€000 FasTAAIEN Bandwidth Internet dmsulAsasnaufimasusieng (server) 59u8
3UUUURNT (05) Tun1sneaey o Gbps WWuagatey
<.00.m STUUTHlUNSVAdaUILHI389UNISITRaNILYING Virtual Private Network (VPN)
waEINITTWALUU o ﬂﬁgumau (Multi-factor Authentication)
&.o0.c STUUTEluMmadeUIss 015993UN TG MUU Console HLMesEUU Web Application

€.50.¢ FTUUNTIUNSNaaaulsiadiissusatinaaaulitosnii o ey
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oo TlRGUIAsAUE 19z TIuasuT A auABANAINNIIABUN IADT (Security
Operation Center: SOC) Tagfinsdmfiudayaasiasmsaeuiiamed wevinislinsziuazuds
iwousanata WituTsswetura Tnsfiveuivndsaluil

&.00.0 AUz asdunsanaunslsiues

.00.0.0#035N15IATIERLUUTINALS (Correlation) uazanunsnaiiadoulunis
Tauft (Rule or Use case) ietlumsiingiauas udafousvanmaumdlnues
€.00.0.0A83l5zUUNSIAAU Ticket management MINWULAGNITAIAURAUNG
#1u Cyber security
<.o0.0.m#09 Rules Alflunsidseds uazanunsansiadufoanay suuusa 4
<.00.0.cfosdaliTiinnuATiruamamsaludum ez whess uazuds
Fouduanauiumaluladansaumanifeides ielvidusnyisumnaia
AROATTYLIANDLHYAYN
<.oo.0.cuiufouionsnuionnauuionsyninszuuimaluladarsaumeaiil
JEAUAMUTULTIAATY (Critical) nT83¥AUAIUTULTIFY (High) Humig
Sua visolnsdwii naon be 9w
€.©6.6.5ABIENITNTAYITISNUAWAINABINITVBININTFIUAUUABASBA <)
fiatd P, SOX, ISO/IEC omoos i3 ISO/IEC estoote, FISMA, HIPAA I ueghaiios
<.00.0.0f 030 E N1 19A190sT DY ARY (Raw Data) fivgdumild Waveq
Frnardagiunasrayisiandounds Iﬂmwjmnmﬁm’fuuazéjuqﬂ
&.00.0.cf0sEmsaMIInNUTayaludnvaziuy Online way Offline(Raw Log) 1a
<.oo.0cfosaunsaliuinsldeddades lnedszduvesnisliuing (Service
Level Agreement) 136N we.co% foliiou
<.o0.0.00 fiudsiausdofjiinuleulussiureauins Service Level
Agreement (SLA) gt

) s LatluMInauauss
FTAUANUTUUSY | Aradune 1
(Response time)
- nanseNUiusEuvaITaunandnitlinisaniug sis -
Critical o . C 4 ' Moy o W9
- NeAY=INLayIzABILAlUaE 19T IUTIER
HaNIENUAUIEUUAISAaumAN vy gsAaluaiunse
High auiiunislaedraiivseansnm wagsududeaudluegng | nelu e d2lus
L39A9U )
_ HANSENUAUSEUUASaUWANdnason 5Aliugsna uay .
Medium s e D e A ety o 99l
Tududsaunlesgneiuniei
NaNTENUAUTTUUANSAUMAT NasaUszANSA1mnIg Y
Low mMelu be 9l

| vhoumily wildiinansgnusenisaiiugsialag sy

& U e
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&.06.0.00 ANILIUUTNNTTULD warnauauswiaduanaunisleiuas (Incdent
Response) iwamu"“almwﬁi‘jagm‘ﬁLﬁmmﬂﬁaﬂﬂmu (Incident Report)
FeazdoaUsynaume

- seyUszlavveaneAnAy
- Au - pandinsieasuny
- AU (Source IP Address) waz Ua1am13 (Destination IP Address)
- gUnsaifild¥unanseny LagsERUAINTULSS (Severity)
- wesBuaveavansaifiAniy
- S wasduneulunisudly (Action & Recommendation)
€.00.0.00 TENUATUNANIAMTLNULUUTBRUUTENaUME NTIATIEN
seiamgnaaiiaadiidy weihihauls wasdhindssgpaiiosiue
asunansAiuau
ool  Foulaudujiinaiiseamgmsaifidufonnawszuumaluladansaume
(500) fsaglutszmalng Tnodidmiivszsisufifaulugudnasn be
Falua wagdesldfunsuseannsgiu ISO/IEC brooeboan yiselingn 1y
EIRNVEN

&. T28ZANIIANTUNIT

sragnanYDId gy iviaanJuasunuludygn LLaz??uq@é’mwzyﬁuﬁ o AUENEU WAL odor Fri

.o foudeiausaziosdmauszuvuazaninsldaugenduiinielu vo Tu fudnainiuas
wnludan

&lo Suz1a1N15A L IUV8953UY (Hardware waz Software) Tulpssnisazsedldanulingi
tforr moe Jutiudnnuiidseuszuy

& szeeIauImsauEhseluasudusioudunnaumaneuiiimes (Security Operation
Center:S0C) iU o U uiiannTufidawey

b. NITAINDUITULAZNITVITZRUY

Q’ﬁw&’faLaua%é’aqﬂﬁﬁ’amuumﬁmmwamﬂﬁu’%mﬁmmé’igfgww%famimaumﬂmwiasmm
Wuenans $1uiu o gn wieulwddidnvsedndluguuuuiiviuudlald (MsOffice) uazuFuudlylails
(PDF) wiouudinasly USB flash drive 3adeuuunanlédy 9 (Removable) vaududf (CD) 1w
b 97 SdLonaVdngIuAeY MAetosnsUiu uazkuMITTaTunUiINALENTIINNTATIA
Funudseusesnan ;:J:Lfthmﬂaqﬁ'ﬁmﬁmﬁwLﬁumﬂmqmﬁ%,m;ﬁu%’aLauaLﬁuL%ﬂ%miaw‘%a
nslowdunedidnnsednd lae Q’Lﬂmzﬁﬂm@mﬁﬁmﬁEJiJﬁmmsLLawhﬁﬁuLﬁﬂuﬁuq fiieados
Nnyaresiideiiudeiaus azdosiisrlimungmneseutadunanisdmeunutaznianis
Sredusil

— & @ wa
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